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00 o0ecnneueHUuM 0€30MACHOCTH NMEPCOHATbHBIX TAHHBIX IPH MOMOIIU CPEACTB
KpUNTOrpapu4ecKou 3aiuThl HH(POPMAUN

1.0OBIIME ITOJIOKEHUA

1.1.  Llenbto pa3paboOTKu  JAHHOTO TOJIOKEHUS SIBISETCS OMUCaHUE pPadOThI CO
CpencrBamu  kpunro3ammtel vHpopmarun  (CK3U), B COOTBETCTBHHM ¢ JCHCTBYIOIIUM
3aKOHO/aTeNbCcTBOM Poccuiickoit  deaepanum, Mo 005S3aTeIbHON 3aIUTHl HHGOPMAIIMK ¢
OTPAaHUYEHHBIM JIOCTYTIOM, HE COJIepKalllei CBEICHHI, COCTABJISIONIMX TOCYIapPCTBEHHYIO TaAHY
(mrudpoBaTbHBIX CPEICTB), IPU €€ 00padOTKe, XpaHEHUH U Tiepeaue 1o KaHalaM CBS3U.

1.2. Hacrosimee I[lonoxeHue ompenensieT MOPSAIOK OpraHU3alUH U 00CCTICYCHUS
byHKIIMOHUPOBaHUS IU(POBANBHBIX (KpUNTOTpadhUIECKNX) CPEACTB, MpeIHA3HAYCHHBIX IS
oOecrieyeHnst 6€30MaCHOCTH MEPCOHAIBHBIX JAHHBIX MPU UX 00paboTKe B MH()OPMAITMOHHBIX
cucTtemax nepcoHanbHbIX AaHHBIX B MBOY «COL Nely (manee - Omneparop).

1.3. Hacrosmee [lonoxenue pazpaboTaHo Ha ocHOBaHUM TpeOoBaHui denepanbHOro
3akoHa Poccuiickoit @enepanuu ot 27.07.2006 Ne 152-®3 « O nepcoHaIbHBIX JaHHBIX»,
Tunossix TpedoBanuiit ®Ch ot 21.02.2008 Ne 149/6/6-622

2. OPTAHMU3ALIUA U OBECIIEYEHUE BE3OITACHOCTHU OBPABOTKMU C
HNCITOJIB30BAHUEM IINPPOBAJIBHBIX (KPUIITOI'PA®OUYECKHUX) CPEJICTB
MHNEPCOHAJIBHBIX JTAHHBIX

2.1. Kpunrtorpaduueckne CpeacTBa [OJDKHBI OBITh  YCTAHOBJICHBI M BBEJICHBI B
SKCIUTyaTalMO0 B COOTBETCTBUHU C SKCILTyaTalMel U TEXHUYECKOW TOKYMEHTAlUEeH K 3TUM
CpeICTBaM.

2.2. Cnucok nun (moap30BaTeNel), JMOMYLIEHHBIX K pPadoTe C KPUIITOCPEACTBAMH,
IpeJHa3HaYeHHbIMU A o0ecnedeHuss  O€30MacHOCTH  MEPCOHAJbHBIX  JAHHBIX B
WH(GOPMAIMOHHBIX CUCTEMaX, O(OPMIISIOTCS JOKYMEHTalIbHO. [lepeuncieHHble TOMKHOCTHBIE
JUTA JOJKHBI IPOUTH 00y4eHHE 1Mo paboTe C KPUIITOCPEICTBAMH.

2.3 Tlonp3oBaTenu KPUNTOCPEACTB O0SI3aHbI:

He pasrnamate nHGopManuio, K KOTOPOIl OHU AOMYILEHbI, B TOM YHCJE CBEIEHUS O
KPUIITOCPE/ICTBAX, KIIFOUEBBIX JOKYMEHTaX K HUM U APYTUX Mepax 3alllUThl.

CoOmronate TpeboBaHUS K obOecreueHuro 0€30MacHOCTH  MEePCOHANBHBIX JaHHBIX,
TpeOoBaHUs K 00eCIeUeHNI0 0€30IaCHOCTH KPUIITOCPEACTB U KIIFOUEBBIX JOKYMEHTOB K HUM.

Coo0marh O CTaBIIMX WM  H3BECTHBIMH IOMNBITKAX MOCTOPOHHUX JIMIL MOJIYy4aTh
CBEICHUSI 00 UCII0JIb3YEMbIX KPUIITOCPEACTBAX MM KITHOYEBBIX IOKYMEHTAX K HUM.

HemennenHo yBetoMIIsTh oniepaTopa o (haktax yTpaThl UM HEAOCTauyd KPUIITOCPECTB,
KJIIOYEBBIX JIOKYMEHTaX K HUM,  KJIIOYel OT MOMEIEeHUH, XpaHWIUMI, JUYHBIX IledaTed U o
npyrux ¢akTax, KOTOPbIE MOTYT MPUBECTH K Pa3TialleHUI0 3alUIIAeMbIX TEPCOHANBHBIX
JTAHHBIX.



ChaTh KpUNITOCPECTBA, SKCITYyaTAllMOHHYIO U TEXHUYECKYIO TOKYMEHTAILUIO K HUM,
KJIIOUEBbIE JOKYMEHTbl B COOTBETCTBUM C TMOPSJIKOM, YCTAHOBJICHHBIM HACTOSILIUMU
TpebGoBaHusIMH, IPU YBOJIBHEHUU WM OTCTPAHEHUU OT UCIIOJTHEHHUSI.

2.4. OnepaTtopoM Ha3HAYaETCsl OTBETCTBEHHBIN 32 HKCILIyaTalMI0 KPUIITOCPEACTB U3
YHCIia MTATHBIX COTPYAHUKOB, KOTOPBIA OCYIIECTBISIET KOHTPOIb 332 COOMIOACHUEM yCIOBUI
UCIIOJIb30BAaHUSl KPUIITOCPEACTB, MPEIyCMOTPEHHBIX JKCIUTyaTallAOHHONM U TEXHUYECKOH
JIOKYMEHTAIlUEN K HUM.

2.5. OTBETCTBEHHBIH MMOJIB30BATEIh KPUITOCPEICTB JOKEH UMETh (PYHKITMOHATHHBIC
00513aHHOCTH.

2.6.  OTBETCTBEHHBIX MOJI30BATEb KPUNOTOCPEJCTB 3aBOJIUT U BEJIET Ha KaXKIOrO
M0JI30BATENSI KPUNITOCPECTB JIULEBOM CUET, B KOTOPOM PETUCTPUPYET YUCISALIUXCS 32 HUM
KPUIITOCPE/CTB, SKCIUTyaTallMOHHYIO U TEXHUYECKYIO JOKYMEHTALMIO K HHUM, KJIIOYEBbIE
JIOKYMEHTHI.

2.7. OTBeTCTBEHHBII 00s13aH KOHTPOJIUPOBATD:

- Co0uroieHre moJib30BaTesIMU KPUIITOCPECTB KOHPUACHIIUAILHOCTH IPU 00palleHuu
CO CBEJCHMSAMH, KOTOPbIC UM JIOBEPEHBI MIIM CTAJIH U3BECTHHI IO paboTe, B TOM YHCIJIE CO
CBEACHUSIMH O (YHKITMOHUPOBAHHUH U TIOPSIKE obecrniedeHuss OE30MACHOCTH MPUMEHSIEMBIX
KPUIITOCPE/ICTB B KJIFOUEBBIX JOKYMEHTaX K HUM.

-TouHoe BBINONIHEHNE TTOJIF30BATEISIMA KPUIITOCPEACTB TpeOOBaHU K 00eCeUeHUIO
0€30MacHOCTH MEPCOHATBHBIX JaHHBIX.

-Hanexnoe xpaHeHuWe OKCIUTyaTallMOHHOM W TEXHUYECKOM  JOKyMEHTAallMH K
KPUINITOCPEICTBAM, KJIIOYEBBIX JOKYMEHTOB, HOCUTENIeH HWHQPOPMAIUU OTrPAHUYCHHOTO
pacrpocTpaHEHHUs!.

-CBOEBpEMEHHOE BBISBICHHE  MOMBITOK IMOCTOPOHHUX JIUI] MOJIYYUTh CBEACHUS O
3alUIIaeMbIX IEPCOHANIBHBIX JAaHHBIX, 00 UCIIOJIb3YEMbIX KPUIITOCPEACTBAX WU KITFOUEBBIX
JIOKYMEHTaxX K HUM.

-Hemennennoe npumMeHeHHWe Mep MO NPEAYNPEKICHUIO pa3pelieHus]  3alIMIIAeMbIX
MEPCOHATBHBIX JAaHHBIX, & TAK)KE BO3MOXKHOCTEH X YTEUKU MPH BBISIBICHUH (PAKTOB YTPATHI U
HEJ0CTauYl KPUITOCPEACTB, KIIIOUEBBIX JOKYMEHTOB K HHUM, YJOCTOBEPEHHI, MPOIYCKOB,
KIIIOYCH OT TTOMEIICHUM, XPAHWIIUII, CEH(OB (METALNTHYECKUX MIKA(OB), IMUHBIX IMeUaTel U T.11.

2.8. Jluma, odopmieHHbIe Ha pabOTy B KauyecTBE OTBETCTBEHHBIX IOJIb30BaTesEeH
KPUNITOCPENICTB, JOJKHBI OBITh O3HAKOMIICHBI C JIOKYMEHTAMH, pPETJIAMEHTUPYIOIUMU
OpraHu3aIuio u obecreyeHue 0e30MacHOCTH MEPCOHANBHBIX JaHHBIX MPU UX 00paboTke B
UH(GOPMAIMOHHBIX CUCTEMAX, IMOJ PACIHCKYy U HECYT OTBETCTBEHHOCTH 32 HECOOIIOICHUE MU
TpeOOBaHUIl yKa3aHHBIX B COOTBETCTBUU C 3aKOHOaTeNbCTBOM Poccuiickoit deneparum.

2.9. [lepenaua TEXHUYECKUM CPEJICTBAM CBSI3H CITY>KEOHBIX COOOIIEHU OrpaHUYEHHOTO
JOCTyTa, KacaloUlMXcs OpraHu3aluu U obecrieyeHUs  GYHKIIMOHMPOBAHHS KPUITOCPENICTB,
yKa3aHHbIE COOOIEHUS HEOOXOAMMO MepeIaBaTh TOIBKO C UCIIOIb30BaHUEM KPUIITOCPEACTB.
[lepenava mo TEXHUUECKUM CPEJICTBAM CBSI3M KPUIITOKIIOUEH HE JI0MyCKaeTcs, 32 UCKIIOYEHHEM
CHEIHaIbHO OPraHU30BaHHBIX CUCTEM C JCIIEHTPAIM30BAHHBIM CHA0KEHUEM KPUIITOKIIIOUaAMHU.

3. OPTAHM3ANMUA SKCIINIYATALIMHU CK3U
3.1. BBO/I B OKCIIVIYATALUIO CK3H

3.1.1. Ha kaxnoe pabouee mecto, ocHamenue CK3U, odopmisercs akt o BBOjE B
skcruryatanuio (Ilpunoxenue 2). AKT MOXET XpaHUTBHCS Y OTBETCTBEHHOI'O MOJIb30BATEIIA
CK3U unu y nuua, oTBETCTBEHHOTO 3a dkciuryaranuto CK3U.

3.1.2. Opranuzamnus IeHTPAITU30BAaHHOTO (KOJIMYECTBEHHOT0) MO3K3EMIUISIPHOTO y4eTa
koMmrnoHeHTOB CK3U ocyiecTBisieTcs moap30BaTeIeM.

3.1.3 CK3HM, »kclulyaTalMOHHAas U TEXHHUYECKas JOKYMEHTalus  IOJJIEKUT
MOdK3eMIIIPHOMY yueTy. YueT BeaeTcs B XXypHaane yuera. (IIpunoxenue 3).



EnvHuneil mosK3eMIISIPHOTO yuyeTa KIIIOUEBBIX JOKYMEHTOB CYHMTAETCS KIIFOUEBOMN
HOCHUTEIb MHOTOKPaTHOI'O MCHOJb30BaHUSA. EciM OIMH M TOT XK€ KIIOUYEBOM HOCHUTEID
MHOTOKPAaTHO UCMOJB3YeT JJIsl 3alMCH  KPUIITOKIIOYEH, TO ero  KaXIbplii  pa3 clemyer
PETUCTPUPOBATH OTAEIBHO.

3.1.4.ITporpammuble CK3M yunThIBaroTCSI COBMECTHO € allllapaTHBIMM CPEACTBAMHU, C
KOTOPBIMU OCYIIECTBIISIETCS UX IITaTHOE (PYHKIIMOHUPOBAHUE.

Bce nonyuennsie CK3U, »skcrutyatalimOHHON M TEXHHUYECKOW JOKYMEHTAIMU K HUM,
KJIIOUEBBIX JIOKYMEHTOB JJOJKHBI ObITh, BBIJIAHBI [10 PACIIMCKY B COOTBETCTBYIOLIEM JKypHae
MO3K3eMIUISIpHOTO y4eTta nonb3oBareiem CK3U, HecymuM nepcoHalbHYIO OTBETCTBEHHOCTD 32
UX COXPaHHOCTb.

3.1.5. Ecam skcmutyataninoHHOW U TexHu4yeckor nokymenranuu B CK3U npexycmorpeno
MPUMEHEHUE PA30BbIX KIIIOUEBbIX HOCUTEJIEH WU KPUNTOKIIOYN BBOJAAT U XPaHSAT (Ha BECh CPOK
ux gneicrBusi) HemocpeactBeHHo B CK3M, To Takoit pa3oBbIi KIFOYEBOW HOCUTEIH 7M1
AJIEKTPOHHASI 3allChb COOTBETCTBYIOLIETO KPHUNTOKIIOYA JIOJDKHBI PETUCTPUPOBATHCS B
TexHuueckoM xxypHaie  ([Ipunoxenue 4), BemymieMcs HENOCPEACTBEHHO OTBETCTBEHHBIM
nonb3oBareneM CK3U. B texuuueckoM (amnmapaTHOM) KypHajie OTpa)xaroT TaKKe JaHHbIe 00
skciuryatauun  CK3W u  gpyrue cBeneHus, MNpeayCMOTPEHHBIE OKCILTyaTallUOHHOW U
TEXHUYECKOM JOKYMEHTaIue. B MHBIX ciiyuasx TexHuueckui ( anmapaTHbIi) )KypHain Ha CK3U1
HE 3aBOJUTCS ( €CIIM HET TMpPsMBIX YyKa3aHUH O €ro BEJCHHH B SKCILTyaTallHOHHON WM
TexHuueckoi nokymenrauuu k CK3M1).

3.1.6. Ilepenaua CK3M, »sKcrmyaTalUOHHOM M TEXHMYECKOM JOKYMEHTAIlMU K HUM,
KJIIOUEBBIX IOKYMEHTOB  JOIyCKAeTCs TOJIbKO Mexay nosas3zoBatensmu CK3U no pacnucky B
COOTBETCTBYIOIIMX  JKypHaJax IO3K3EMIULIpPHOTO  ydera. Takas mepemada  Mexay
nosp3oBatesiMu  CK3U nmomkHa OBITH CaHKIIMOHMPOBAHA OTBETCTBEHHBIM IOJIH30BaTENICH
CK3M1.

3.2. BBIBO/I 13 OKCIIVIYATALIUU CK3HU

3.2.1. BeiBog u3 skcruryarauuu CK3U opopmisieTcs akToM (IpuitoskeHue 5).

3.2.2. KiroueBble JOKYMEHTHI YHUUYTOXKAIOTCS JINOO TOIH30BATEISIMUA KPUIITOCPE/ICTB,
1100 OTBETCTBEHHBIM I10JIb30BATENIEM KPUITOCPEACTB  IIOJ PACIUCKYy B COOTBETCTBYIOLIUX
KypHaJIax MO3K3eMIIIPHOTO y4eTa, a YHHUTOKEHHE OONbIIOro 00beMa KIF0UEBBIX JOKYMEHTOB
MOXeET OBITh 0()OPMIIEHO AKTOM. IIpu 3TOM NONB30BATENAM KPUIITOCPEICTB paszperaercs
YHUUYTOXATh TOJIBKO UCIOJIb30BaHHBIE HEMOCPEACTBEHHO UMM (IIpeAHAa3HAYEHHbIE JJI HUX)
KpUNTOKIIOUM. [lociie yHHUTOKEHHs MOJIb30BaTeNN KPUIITOCPEACTB JOIDKHBI YBEIOMUTH 00
9TOM (TeneOHOTPaMMOM,  YCTHBIM COOOIICHHEM IO TeneOHy H T.I.) OTBETCTBEHHOTO
NI0JIb30BATENs KPUIITOCPEACTB ISl CIIMCAHUSI YHUUTOXKEHHBIX JOKYMEHTOB C UX JIMLEBBIX CUETOB.

3.2.3. YHUUTOXKEHHE MO AKTY MPOU3BOJIUT KOMHUCCHS B COCTABE HE MEHEE JIBYX YETIOBEK
U3 4ucla JUL, JIOMYLIEHHBIX K MOJb30BAaHUIO KPUNITOCPEACTB. B akre ykas3bIBaercs, 4TO
YHMUTOXAETCS U B KAKOM KOJIMUYeCTBe. B KOHIIe akTa HTOroBas 3anuch (HuppaMu 1 MPOIHUCHIO)
O KOJMYECTBE HAMMEHOBAaHUN M DK3EMIUIIPOB YHHUUYTOKEHHBIX KIIOUEBBIX JIOKYMEHTOB,
UHCTAUIMPYIOIIUX  KPUIITOCPEACTBA  HOCUTENEHM, OKCIUIyaTallMOHHOM U  TEXHUYECKOU
JoKyMeHTaluu. VicnpaBieHus B TEKCTE aKTa JOJKHBI ObITh OTOBOPEHBI U 3aBEPEHBI MTOMUCIMU
BCEX YIEHOB KOMHCCHMM, MPUHMMABLUIMX YydYacTMe B YyHHUTOXKeHMH. O NpoBeIeHHOM
YHUUTOXKEHUU JENAI0TCs OTMETKH B COOTBETCTBYIOIIMX JKypHAJIaX MO3K3EMIUISIPHOTO yUeTa.

3.2.4. YHUUYTOXXEHHE KPUNTOKIIOYEH (MCXOMHOW KIFOYEBOM HMH(POPMAIIMH) MOXKET
POU3BOIUTHCS MyTeM (PU3NUECKOTO YHUUTOKEHHSI KIIFOYEBOTO HOCUTEII, Ha KOTOPOM OHH
pacIoNOoXKeHbl, WIM IIyTEM CTUpPaHUs  (pa3pyLlieHus) KPUOTOKIIIOUYEH (MCXOIHOM KIIIOUEBOMN
nH(popmarun) 63 TOBPEKICHUS KITFOYEBOTO HOCHUTEA ) I 00SCTICUCHHsI BO3MOKHOCTH €T0
MHOTOKpPaTHOTO UCIOJIb30BaHUA).

3.2.5. Kpuntokmatoun (MCXOJHYIO KIIOUYEBYIO HH()OPMAIMIO) CTHUPAIOT MO TEXHOJIOTHH,
IPUHATON JJI1 COOTBETCTBYIOLIMX KJIFOUEBBIX HOCUTENIEH MHOIOKPATHOIO UCIOIb30BAHUS



(mucketr, xommakT-guckoB (CD-ROM). Data Key.Smart Card. Touch Memory u T.1m.)
HenocpeacrBeHHble J€MCTBHST 1O CTUPAHUIO KPUIITOKIOYEH (MCXOIHOM KJIFOUYEBOU
uH(pOpMaInn), a TaK)Ke BOZMOYKHbBIE HCKJIIOUEHUSI TPUMEHEHHUE COOTBETCTBYIOIINX KITFOUEBBIX
HOCUTEJIEH MHOTOKPAaTHOTO HCIIOJIb30BAHUS PErJIAMEHTHPYIOTCS OKCILIYyaTallMOHHOM U
TEXHUUYECKOH ToKyMeHTauuen k coorsercTByromnM CK3U, a Takxke yka3aHUsIMH OpraHU3alLNH,
MIPOU3BOUBIIEH 3aMMMCh KPUNTOKIIOUEH (MCXOMHON KITFOUEBOW HH(MOPMAIIHH ).

3.2.6. Kiro4eBble HOCHUTENIM YHHUUYTOXKAIOT IyT€M HAHECEHHS WM HEYCTPAaHUMOTO
(U3NYECKOTO TOBPEXKACHUS, MCKIIOYAIONIEr0 BO3MOXKHOCTh HX HCIOJIB30BAHUSA, a TaKKe
BOCCTaHOBJIEHMs Kitouell uHpopmanuu. HemocpeacTBeHHble IEHCTBHS MO YHHYTOXKEHUIO
KOHKPETHOIO THUIIA KJIIOYEBOI'O HOCHUTENS PETIAMEHTUPYIOTCA OKCILTyaTallhOHHOU u
TEXHUUYECKOH ToKyMeHTauuen k coorsercTByromuM CK3U, a Takxke yka3aHUsIMH OpraHU3alLNH,
MIPOU3BOUBIIEH 3aMMMCh KPUITOKIIOUEH (MCXOMHON KITFOUEBOW HH(MOPMAIIHH ).

3.2.7. Hameuennsie k yHuutoxkenuto (yrwimsanun) CK3U momnexxar wu3bATHIO U3
anmapaTHbIX CPEICTB € KOTOphIMU OHU (yHKIMOoHHpoBanu.  [Ipu stom CK3U cunrarorcs
U3bIATBIMU U3 allllapaTHBIX CPEJCTB, €CJIM MCIOJHEHA MIPEeAyCMOTPEHHAs SKCITYyaTallMOHHOW 1
TexHuueckoil nokymenrauuein k CK3U npouenypa yJaJIeHus! IPOrPaMMHOI0 00EeCTIeYeHHU s
CK3U 1 oHU MOTHOCTHIO OTCOEUHEHBI OT anMapaTHBIX CPEJICTB.

3.2.8. Ilpuroansie njsi MaJbHEHIIEro MCHOJIB30BAHUS  Y3JIbI M JETAIH alllapaTHBIX
CPEICTB O0IIEero Ha3HAYEHUS, He IMpeJHa3HaYeHHbIE CIIeMANIBHO JUIS allllapaTHON peain3alnuu
KpUnTorpagpuueckux anroputMoB nin uHeIX Gynkuuit CK3U, a Takke coBMecTHO paboTaromiee
¢ CK3MU obopynoBanue (MOHUTOPBI, MPHUHTEPHI, CKaHEPHI, KJIaBUATypa U T.Il.) pa3peraeTcs
ucnonb30Bath nocie yuuuroxxkenuss CK3UM 6e3 orpannuenuii. [lpu stom nndopmanus, KoTtopas
MOYET OCTaBaThCs B yCTPOMCTBAX MaMATH 000pyA0BaHMs (HapuMep, B IPUHTEPaX, CKaHepax),
JIOJDKHA OBITH HAJIEKHO yJaIeHa (cTepTa).

3.2.9. KnroyeBble AOKYMEHTHI JOJKHBI OBITh ~ YHHUYTOXXCHBI B CPOKH, YKa3aHHBIC B
IKCIUTYaTalMOHHOM U TEXHUYECKOHN JOKyMeHTaluu K coorsercTByronmm CK3MU. Ecnu cpoxk
YHUYTOKEHUS OKCIUIyaTallMOHHOM W TEXHUYECKOM JOKyMEHTAaluuel HE€ YCTAaHOBJIEH, TO
KJIFOUEBbIE JOKYMEHTBI JJOJDKHBI OBITh YHUUTOXKEHBI He To3/1Hee 10 CyToK mocie BbIBO/Ia UX U3
neiictBus  (OKOHuUaHUs cpoka  JeictBusi). @DakT  yHUUTOXKEHHUSA opopmisiercs B
COOTBETCTBYIOIIMX JKypHajax IOIK3EMIUIIPHOTO ydeTra. B aTh ke  CpOKM C  OTMETKOM B
TEXHUYECKOM )KypHAJIe IOJUIeKAaT YHUYTOXKEHUIO PA30BbIE KIFOUEBBIE HOCHUTEIM U pAHEE
BBeJcHHas U xpaHsamascas B CK3UM wiu MHBIX — JONOJHUTENBHBIX YCTPOMCTBAX  KJIIOYEBast
uH(OpMaIns, COOTBETCTBYIOLIAs BBIBEICHHBIM U3 JEHCTBUS KPUNTOKIIOUYAMH;  XPaHSIIUXCS B
KpUNTOrpaguuecky 3allMIEHHOM BHJE JaHHbIE ClEAyeT mepemudpoBarh Ha HOBBIX
KPUITOKIIIOYAX.

3.2.10. Pa3oBble KIIIOYEBBIE HOCHUTENIM, a TaKXK€ OHJIEKTPOHHbBIC 3alKCH KJIOYEBOU
uH(pOpMallni, COOTBETCTBYIOIIEH BBIBEICHHBIM U3 JEHCTBUS KPUIITOKIIIOYaM, HEITOCPEACTBEHHO
B CK3U nnm MHBIX JOMOIHUTEIBHBIX YCTPONCTBAX YHUUTOXKAIOTCS M10JIb30BATEISAMU 3TUX
CK3MU camocTosTENBHO MO/ PACUCKY B TEXHUYECKOM KypHAJIE.

3.3. KOHTPOJIb COBJIOJEHUS YCJIOBUM SKCILTYATALIUA U
PABOTOCIIOCOBHOCTH CK3HU

3.3.1. Kontpone coOmronenus ycnoBuit wucnonbzoBanusi CK3U ocymiectsisier
OTBETCTBEHHbIN MoJib3oBaTesib CK3M, ycTaHOBIECHHBIX AKCIUTYyaTAl[MOHHOW U TEXHUYECKON
nokymentauued k  CK3U, nactosimumm Ilonoxxennem, a Takke HMHBIMMU HOPMATHUBHO -
METOJAMYECKUMU JOKYMEHTaMH 10 SKCIUTyaTallUu.

3.3.2. OrtBerctBeHHbli mosb3oBateb CK3W Takke OCYIIECTBISET KOHTPOJIb
BBITIOJIHEHHS TpeOOBaHUH 1O 00eCIIeYeHUI0 0€30MTaCHOCTH XpaHEeHUs, 00pa0OTKHU 1 TIepeaadu Mo
KaHaJiaM cBsi3M ¢ ucnonb3oBanueM CK3U xonduneHnmnansHoi nHGopMarim.

3.3.3. KoHTpoJ1b MOXET OBITh TJIAHOBBIM U BHETUIAHOBBIM.



BHeru1aHOBBII KOHTPOJIb OCYIIECTBIISIETCA B ClTyyae yCTaHOBJIEHHs (DAKTOB HAPYLIEHUS yCIOBUI
SKCIUTyaTaruu wiu padorocnocodbnoct CK3U.

B xoz1e KOHTpOJIs OLIEHUBAIOTCA:

- opranu3anusi 6e30MacHOCTH XpaHeHus, 00pabOTKH U Iepeaayn Mo KaHajaaM CBSI3U C
ucnonb3oBanueM CK3U kondunenumnansuoi nudopmaimm;

-IOCTUTHYTBIN YpOBEHb KpUNTOIpahUueCcKOM 3alUThl KOH(DUICHINAIBHON HH(OPMALIUH:

-ycious ucnoas3oBanus CK3U.

3.34. Ilo pesynbratam KoHTposisi odopmisiercs [IpoTokoa TpoBEepKH B ABYX
9K3eMIUIIpax.

3.3.5. Cenenus o KOHTpoJIe 3aHOCATCS B XKypHan KOHTPOJIS COOMIOIEHUS YCIIOBHIMA
skcruryatanuu u padorocrnocodnoctu CK3U (IIpunoxenue 6).

3.3.6. Ecnu nipu KOHTpoOJie OOHAPYKEHBI HEAOCTATKH, T JAeJaloTcs 3anucu B JKypHai
3aMedaHuii 1o pe3ynbraram KoHTpos ([Ipunoxkenne 7). Ha xaxaoe 3amedyaHne Ha3HAYACTCS
JIMII0, OTBETCTBEHHOE 3a €r0 yCTPAaHEHHUE, a TakKe Cpok ycTpaHeHus. [lo pesynbraram paboTbl
HaJ 3amedanueM, B JKypHase 3aMedaHuil o pe3yapTaTaM KOHTPOJIS JeNIaeTcs 3allUuch O CTaTyce
YCTpaHEHUS 3aMEYaHUs, KOTOpPas 3aBEPSAETCS MOANUCHIO JIMIIA, OTBETCTBEHHOI'O 3a yCTPaHEHUE
3aMeyaHusl.

3.3.7. Tlonwp3oBarenu KpHUMOTOCPEACTB OOsI3aHBI MPHHATH MEPhl 110 YCTPAHEHHUIO
BCKPBITBIX HEJIOCTATKOB U BBIMIOJHEHUIO PEKOMEHIAINM, H3/10KEeHHBIX B XKypHaie 3ameuanuii
10 pe3yJibTaTaM KOHTPOJIS.

3.3.8. Eciu B X0/1€ KOHTPOJISI BBISIBJICHBI CEpbe3HbIE HapylIeHus B akciutyaTtaunuu CK3U,
U3-32 YEro CTAHOBUTCS peasIbHOM yTeuka KOH(UACHIUAIBHON HH(pOpMaIUH, OTBETCTBEHHBII
nonp3oBarens CK3U BnpaBe pare yka3zaHue o mnpekpamieHuu ucnois3oanus CK3U no
YCTpaHEHUs MPUYMH BBISABICHHBIX HAPYIICHUH.

4. YCTAHOBKA CK31 U ITPOT'PAMMHOI'O OBECIIEYHEHUA HA 119BM

4.1. YcraHOBKa U HacTpoiika o0mecrucTeMHoro ,npukiagHoro 10 u 1onoaHuTenbHBIX
cpencts 3amuThl Ha [I9BM ¢ CK3U npousBoanuTcs B COOTBETCTBUM C ITPaBUJIAMU YCTAaHOBKU U
Hactpoiiku CK3U u I10, n3/10KeHHBIMHU B SKCIUTYaTAllMOHHON U TEXHUYECKON JOKYMEHTAIUH.

4.2. VYcranoBka CK3U ocymiecTBisieTcss OTBETCTBEHHBIM  Ttosb3oBaTeneM CK3U nin
JPYTUM MOATOTOBJIEHHBIM CHELMATUCTOM 11011 ero KoHTposieM. [lo ycranoBku CK3U nomkHBI
OBITH OCYILIECTBJICHDI:

-IpoBepKa paboTOCIOCOOHOCTH TEXHUYECKUX CPENICTB M UX COOTBETCTBUS TPEOOBAHUIM
TEXHUYECKOHN U DKCIUTYyaTaAllMOHHON JOKYMEHTAlUU;

-ucKIoueHne u3 cocrtasa [I9BM Bce 000pynoBanne, KOTOPOE MOXKET CO37aBaTh yrpo3y
0€e30I1aCHOCTH;

-npoepka OC Ha OTCYTCTBUE BUPYCOB;

-mpoBepka u HacTpoiika OC B  COOTBETCTBUHM C TPEOOBAHHMSIMHU TEXHHUYECKOW H
AKCIUTyaTal[MOHHOM IOKYMEHTAaLlUH;

4.3. K ycranoske u Hactpoiike CK3U u [10 npeassaBisiioTcs cnenyromuiie oomme
TpeOOBaHMS:

-ycranaBnuBaemoe I[IO He  JOKHO coaepkaThb CpPEACTB pa3pabOTKU U OTIAAKU
IIPUJIOKEHUH, a TAK)KE CPEJICTB, TO3BOJISIFOIIMX OCYIIECTBUTh HECAHKIIMOHUPOBAHHBIN JOCTYII K
CUCTEMHBIM pecypcam;

- ycraraBnuBaeMoe [1O nomKHO OBITh JIMIIEH3UPOBAHHBIM;

- ycranaBnmuBaemoe I1O u CK3M, a Takxke AMCKHU IJII WX MHCTAUISALMU JTOJKHO
MOJIBEPIaThCs NEPUOANUECKOMY KOHTPOJIIO IIEIOCTHOCTH B COOTBETCTBUU C TEXHUYECKOU U
9KCILTyaTallMOHHOMN JTOKyMEHTAIIHH;

-ycranaBiuBaemoe 1O n0KHO ycTaHaBIMBATHCS COBMECTHO ¢ aHTUBUPYCHBIM [10,
0a3bpl KOTOPOTO JIOJKHBI CBOEBPEMEHHO U PETYJIIPHO OOHOBIISATHCS;



-ycranaBnuBaeMoe I[IO He [MOMKHO colepX aTh BO3MOMKHOCTEH, IMO3BOJISIOIINX
MOIU(UIIUPOBATH CUCTEMHBIC peCcypchl (00JIacTH MaMsTH, MPOrpaMMHBIN KOJ/I), TepeaaBaTh
yOpaBlieHHUE  HECAHKIMOHMPOBAaHHBIM  MOANpOTpamMmaM, IOBBIIIATH  IPEIOCTAaBICHHBIC
MIPUBUIICTHH, UCIIOJIb30BaTh HEAOKYMEHTUPOBaHHBIE pa3paboTunkamu Bo3mMoxkHOCTH OC).

44. KOC, Bcpene, koropo#l muanupyercs wucnoibzoBate CK3U, npenbsBistorcs
crienyromuye oomue TpedoBaHMS:

-ga [IDBM pomxHa OBITh YCTAHOBJIEHA TOJBKO oOJHA JjwuieH3upoBanHas OC,
yAOBIETBOpsIONmas  cucreMHbiM  TpeboBanusm CK3M  (3ampemraercs — MCHONB30BaTh
HECTaHJIapTHbIE, U3MEHEHHbIE UK 0Tian0ouHble Bepcuu OC);

-ynanennoe ympaiernne OC JOMKHO  OBITH 3alpemieH0 WIM OTPaHHYEHO IyTeM
OTKJIFOUEHHUsSI BCEX CIYK0, pealn3ylIuX [TaHHbIE MEXaHU3MbI, WM IyTeM HACTPOEK,
3arperaiux GUIBTPOB Ui MPOTOKOJIOB U MOPTOB yaajieHHoro ynpasienus OC nis Bcex
y3JI0B, KPOME CIIEIUAIBHO BBIJICTICHHBIX IS 3TUX LENe;

-KaX/IbIi M0JIH30BATENb JOJIKEH UMETh i BXoaa B OC CBOIO YYETHYIO 3aIHCh;

-JIJIMHA TapoJisl yYEeTHOU 3aMucy JOKHA OBITh HE MEHEee 6 CUMBOJIOB;

-y4eTHas 3alKCh JUISI TOCTEBOTO BXO/A JOJKHA OBITh OTKITFOUCHA;

-nipaBoM yctaHoBkU U HacTpoiiku OC u CK3U nomxen o0nagatb AAMUHUCTPATOP
[15BM;

-Bce Heucnolb3yeMble pecypcbl OC JOMKHBI ObITh OTKIIOYEHBI (IIPOTOKOJIbI, CEPBUCHI U
T.IL);

-pexuMbl 6e3omacHocTH,  peanuzoBaHHble B OC, IOMKHBI OBITh ~ HACTPOEHBI HA
MaKCUMaJIbHBIA YPOBEHB;

-BCEM I10JIb30BATENISIM U TpyMIam, 3apeructpupoBanubiM B OC, mpaBa JocTyna K
pecypcaM JOJKHBI ObITh Ha3HAUYEHBI B 00beMe,  HEOOXOAMMOM /ISl BBIMOJTHEHUSI UMU CBOMX
0053aHHOCTEH;

-peryysipHO JOJDKHBI yCTAHABJIMBATHCS MakeThl oOOHOBIeHHMs Oe3omacHoctH OC,
AHTUBUPYCHBIX 0a3;

-ipu noaktoueHn [I9BM ¢ CK3U k ceTsiM cBsi3u OOIIETO MOJIb30BAHUS TOJIKHBI
UCIIOJIb30BAThCA JIOMOJIHUTENIbHBIE METOJbl U CPEACTBA 3alllMThl (HAIPUMEpP:  yCTAHOBKA
MEXCETEBBIX IKpaHOB, opranu3anus VRN cereii u T.11.) u 1ip.

4.5. OrtBerctBeHHbll noab3oBarenb CK3U nokeH  OCyIIECTBISATh NEPUOAUYECKHI
KOHTPOJIb BBITIOJIHCHUS YKa3aHHBIX TpPEOOBaHWIA, a TaKKe TpeOOBAaHMI, NPUBEACHHBIX B
TEXHUUYECKOM M SKCILTyaTalliOHHON JOKYMEHTAINH.

4.6. He nonyckaercs:

-obpabateiBath Ha [I9BM, ocnamennoii CK3U, wundpopmanuio, coxepiKalryro
rOCyIapCTBEHHYIO TallHY;

-OCYIIECTBIISITh HECAaHKIMOHUPOBAHHOE M3MEHEHHE anmapaTHOM U MPOrpaMMHOMN
koHpuryparmu [19BM (B ToM uncie HecaHKIMOHUpoBaHHOE BekphiTHe), CK3U, T10.

5. YCJOBUS PASMEIIEHUS 1 OXPAHBI IOMEIEHUMI, B KOTOPBIX
YCTAHOBJIEHBI KPUIITOI'PAOUYECKHUE CPEJICTBA

5.1. Pa3memenue, crnenuanbHOEe OOOpYAOBAaHHWE, OXpaHa M OpraHU3alMs peXuma B
MIOMEILEHUSX, I/I€ YCTAHOBJIEHB! KPUIITOCPEICTBA WIIM XPAHATCS KIHOUYEBbIE JOKYMEHTBI K HUM
(manee - pexXMMHbBIE TTOMEIICHHUS] ), JOJKHBI 00eCTIeYuBaTh COXPAaHHOCTh NEPCOHATBHBIX TAHHBIX,
KPUITOCPEACTB U KIHOYEBBIX TOKYMEHTOB K HUM.

5.2. Ilpu 060pyI0BaHUM PEKUMHBIX TOMELICHUN JOJKHBI BBITOTHATHCS TPEOOBAHUS K
pa3MeIIeHNI0, MOHTaKy KPUIITOCPEJCTB, a TAKXKe APYroro o60pyaoBaHusl, PyHKIIMOHUPYIOLIETO
C KPUIITOCPEICTBAMH.

IlepeuncieHHble B HACTOSILEM JOKYMEHTE  TpeOOBaHUS K PEKMMHBIM IIOMELICHUAM
MOTYT HE TMpEAbSABIATHCA, €CIM O3TO  MNPEAYyCMOTPEHO  MpaBWIaMH  IOJb30BaHUS
KpunTocpezncTsamu, corsiacoBanibiMu ¢ @Ch Poccun.



5.3. PexxuMHBIE MOMEMICHUS BBIICIAIOT C YYE€TOM Pa3MEPOB KOHTPOIUPYEMBIX 30H,
perIaMeHTUPOBAHHBIX IKCIUTYaTallUOHHON U TEXHUUECKOW TOKYMEHTalMel K KPUIITOCPEICTBAM.
[lomemiennss OJDKHBI UMETh  NPOYHBIE JBEPU C 3aMKaMH, TapaHTHPYIOIIMMH HAAEKHOE
3aKpBITUE MIOMENICHUS B Hepabodee Bpemsi. OKHA MOMEIIEHUH, paCIOI0KEHHBIX Ha TIEPBOM HITH
MOCJIETHEM dTa)kaxX 3/1aHHH, a TaK)Ke OKHA, HAaXOJSAIIMUXCS OKOJIO MOXKAPHBIX JIECTHULL U APYTHUX
MECT, OTKyJa BO3MOKHO INPOHUKHOBEHHE, B PEKHMHOE IMOMEIIEHHE IOCTOPOHHUX JIHIL,
HEOOX0UMO 000pyJ0BaTh METAUIMYECKUMHU pEIIeTKaMU, WU CTaBHSIMH, WM OXPaHHOMN
CUTHaJIM3AlMEH, WM JIDyTUMHU CPEICTBAMH, MPEMSATCTBYIOIIUMH HEKOHTPOJIUPYEMOMY
IIPOHUKHOBEHHUIO B PEKUMHOE [TOMELICHUE.

5.4. Pa3Mmemienue, cnenualbHOE OOOpYNOBAaHUE, OXpaHAa U OpPTaHU3AlMS pexXUMa B
MOMEMICHUSX JTIOJKHBI UCKITFOUUTh BO3MOKHOCTh HEKOHTPOJIUPYEMOTO MPOHUKHOBEHUS WU
npeObIBaHMs B HUX TTOCTOPOHHUX JIMII, @ TAKXKe MPOCMOTpa MOCTOPOHHUMH JINLIAMHU BEAYLIUXCS
TaM paboT.

5.5. Pexum oxpaHbl IOMEUICHU!M, B TOM YHCIE  IIpaBUja JOIYCKAa COTPYIHUKOB U
noceTuTenei B pabouee Bpemsi, yCTaHABIMBAET OTBETCTBEHHBIN MOJIb30BATENb KPUIITOCPEICTB
0 COTJIACOBAHUIO, TIPH HEOOXOAUMOCTH, C ONEPATOPOM, B TIOMEIICHHUSIX KOTOPOTO YCTAHOBIICHBI
KPUIITOCPEICTBA WJIM XPAHATCA JOKYMEHThl K HHUM. YCTaHOBJIEHHBIM pEXKUM JOJDKEH
IIpe1yCMaTpUBaTh MEPUOANYECKUI KOHTPOJIb 3a COCTOSTHUEM TEXHUYECKUX CPEJCTB OXPaHBI,
€CJIM TAaKOBBbIE UMEIOTCS, a TAK)KE YUUTHIBATD MOJIOKEHUS HACTOSIIIUX TpeOoBaHui.

5.6. JIBepu CrieIIOMEIICHHUH TOJDKHBI OBITh TOCTOSTHHO 3aKPBITHI HA 3aMOK ¥ MOT'YT
OTKPBIBATHCS TOJIBKO ISl CAHKIIMOHMPOBAHHOI'O ITPOX0/a COTPYIHUKOB U nocerurenei. Kimoun
OT BXOJIHBIX JIBEpEH HYMEPYIOT,  YUMUTHIBAIOT U BBLAAIOT COTPYAHHKAM, HMMEIOLIUM IIPaBO
JIOITYCKa B PeKUMHBIC IOMEIIIEHUS, TIOJl PACIIMCKY B )KypHaJe ydera Xpanunuil.  JlyOnukaTsl
KJIFOYEH BXOAHBIX JIBEPEH TaKUX MOMEIICHUMN CIETyeT XpaHUTh B ceide omeparopa WU
OTBETCTBEHHOTI'O MTOJI30BATENS] KPUIITOCPEICTBAMH.

5.7. Ins npenoTBpauieHus IpOCMOTPA U3BHE PEKUMHBIX IOMEIIEHUNA UX OKHA JOJIKHBI
OBITH 3alIUIIECHEL.

5.8. PexuMHBIe MOMELICHHs, KaK IPABWIO, TOJDKHBI OBITh  OCHAIICHBI OXPAHHOM
CUTHANM3alluei, CBSI3aHHOW CO CIy>KO0M OXpaHbl 3JaHUS WU JACKYPHBIM 110 OPTaHU3AIIHH.
HcnpaBHOCTh  CHUTHaIM3alMU  MEPUOJUYECKHM HEOOXOAMMO MPOBEPUTH OTBETCTBEHHOMY
MOJIb30BATENI0 KPUIITOCPEICTB COBMECTHO C IIPEJICTABUTENIEM CITY>KObI OXpaHbI WM JIEKYPHBIM
10 OpraHU3aluy C OTMETKOM B COOTBETCTBYIOLINX KypHaJlax.

5.9. Ing XpaHeHUs KIIOYEBBIX JOKYMEHTOB, 3KCIUTyaTallHOHHON M TEXHUYECKOU
JOKYMEHTAIUU, WHCTAIUTHPYIONINX KPUITOCPEACTBA HOCUTENCH JTOMKHO OBITh TIPETyCMOTPEHO
HE00X0IMMOE YHCIIO HAJIC)KHBIX METAITUISCKIX XPaHUIIHILI, 000pyI0BaHHBIX BHYTPEHHUMHU
3aMKaMH C ABYMsI SK3EMIUIIpaMH KII04Yel U KOJAOBBIMH 3aMKaMU WM MPUCTIOCOOTICHUSIMHU IS
OMNEYaThIBAHUS 3aMOYHBIX CKBaXMH. OJWH DSK3eMIULIp KJIHOYa OT XpaHWIWIA JOJIKEH
HAXOAWUTHCS Y COTPYIHUKA, OTBETCTBEHHOTO 32 XpaHuiuiie. JlyOIuKaTel KIFO4YeH OT XpaHUIIHUII
COTPYJIHUKH XPaHSAT B ceiipe OTBETCTBEHHOTO MOJIb30BaTeNs KpUnTocpeacTB. JlyOnukar kirouda
OT XpaHWUJUIIA OTBETCTBEHHOTO IOJb30BATENsl KPHUNTOCPEACTB B ONEYATAaHHOM YIIAKOBKE
JOJKeH OBITH Mepe/laH Ha XPaHEeHUE OMepaTopy MO PACHHUCKY B COOTBETCTBYIOIIEM KypHAJIE.

5.10. Tlo oxoHyaHuu paboYero AHS PEKUMHOE TTOMEIICHUE U YCTAaHOBJICHHBIC B HEM
XpaHWJIMILA JOKHBI ObITh 3aKPBITHL,  XpaHWJIUIIA onedyaTaHbl. Haxopsmiuecs B MOJb30BaHUU
KIIIOYM OT XPAHWIHII JIOJDKHBI OBITh  CHAHBI IO PACTIHCKY B COOTBETCTBYIOIIEM JKypHase
OTBETCTBEHHOMY II0JI30BATEII0 KPUOTOCPEACTB WM YIOJHOMOYEHHOMY (A€KypHOMY),
KOTOPbIE XPAHAT 3TU KJIIOYU B IMYHOM WJIU CIIEHUATIBHO BbIICIICHHOM XPaHUJIUIIE.

5.11. Kntouu OT peXUMMHBIX ~ IOMELIEHUH, a TaKXkKe KoY OT XpPaHUJIMILA, B KOTOPOM
HaxOoJATCA KJIFOYM OT BCEX APYTHX XPAHWINIL PEKUMHOIO IOMELIEHUsI, B ONEYaTAHHOM BHJIE
JIOJIKHBI OBITH CIIaHBI MO/] PACIIHCKY B COOTBETCTBYIOIIEM KYypHAaJIe CIIyKObI OXpaHbl WU
JEKYPHOMY 110 OPTaHU3aLUH OJTHOBPEMEHHO C nepeaayveii o oxXpaHy CaMUX PeKUMHBIX
nomenieHuil. [leyatn, npeaHazHayeHHbIe IS ONEYaThIBAHUS XPAHWINIL, JOJKHBI HAXOIUTHCS Y
MOJI30BATENEH KPUITOCPECTB, OTBETCTBEHHBIX 3a 3TU XPAHMINILA.



5.12. Ilpm yTparte Kito4a OT XpaHUJIUIIA UK OT BXOJHOM JABEPHU B PEKUMHOE
MOMETIEHUE 3aMOK HEOOXOIMMO 3aMEHUTH WIIM TIEpeaTh €r0 CEKPET C U3TOTOBICHUEM K HEMY
HOBBIX KIIFOUEH C JOKyMEHTAIbHBIM ohopmiieHreM.  Eciu 3aMOK OT XpaHUJIUIIA niepe/ienaTh
HEBO3MOXHO, TO TaKOC xpaHI/mmue HeO6XOIII/IMO 3aMCHUTH. HOpHI[OK XpaHeHI/IH KIIFOUCBBIX U
JpYrux JOKYMEHTOB B XpaHUIHUINE, OT KOTOPOI'O YTPAa4yeH K04, OO U3MEHEHUS CEKpeTa 3aMKa
yCTaHABJIMBAET ONEPATOP WJIM OTBETCTBEHHBIN MOJIH30BATEIh KPUIITOCPEICTB.

5.13. B OOBIYHBIX YCIOBHUSIX PEKUMHBIE TTOMEIICHUS, HAXOSIINECS, & HUX OleYaTaHHbIE
XpaHI/IHI/IH_[a MOr yT 6LITI: BCKpBITBI TOJIBKO ITIOJb30BaTCIISIMA KpI/IHTOCpe,Z[CTB, OTBC€TCTBCHHBIM
MOJI30BATEIEM KPUIITOCPEICTB UITU OTIEPATOPOM.

[Tpu 0OHapyKEeHUU IPU3HAKOB, YKA3bIBAIOIIUX HA BO3MOXXHOE HECAHKIMOHHPOBAHHOE
HpOHI/IKHOBeHI/Ie B OTHU IOMCUICHUA U XpaHI/IJII/IH_Ia HOCTOpOHHI/IX JIAII, (0] CJ'Iy‘-II/IBIJ_ICMCSI JOJIDKHO
OBITH HEMEIIJIEHHO COOOIIEHO OTBETCTBEHHOMY IMOJIB30BATEII0 KPUITOCPECTB HIIH OIIepaTopy.
[TpuOBIBIINIA OTBETCTBEHHBIN MOJIH30BATEh KPUIITOCPEICTB JTOJDKEH OIIEHUTh BO3MOXKHOCTh
KOMHpOMeTaLII/II/I XpaHSIIJ_II/IXCSI KIIFOUCBBIX U I[pyI‘I/IX IIOKYMCHTOB, COCTAaBUTH AKT U HpI/IHHTB, HpI/I
HEO0OXOMMOCTH, MEPHI K JIOKAJIU3AIUHU TTOCIEICTBUNA KOMIIPOMETAIIUN TTEPCOHAIbHBIX TaHHBIX U
K 3aMEHE CKOMIIPOMETHUPOBAHHBIX KPUITOKIIOUEH.

5.14. Pa3memieHue u MOHTaX KPUOTOCPEICTB, a Takxke JAPYyroro 00OPYIOBaHUSA,
(YHKIIMOHUPYIOMIETO C KPUTITOCPEACTBAMH , B PEKUMHBIX IIOMEIIEHUSAX JOJIKHBI CBECTH K
MHUHUMYMY BO3MOXHOCTh HEKOHTPOJUPYEMOTO JOCTyIMa IOCTOPOHHUX JIMIlK YKa3aHHBIM
cpenctBaMm. TexHHUECKOe OOCITyXMBaHHE TaKOro OOOpYJOBaHUS U CMEHA KPUITOKIIOYEH
OCYIIECTBIISIETCS B OTCYTCTBHH JIUII, HE JOMYIIEHHBIX K pad0Te ¢ JTaHHBIMU KPUTITOCPEICTBAMH.

Ha Bpemst 0TCyTCTBUS TIOJIB30BATENECH KPUIITOCPEACTB YKa3aHHOE 000pYI0OBaHUE, npu
HaJIM4Yunu TGXHHHGCKOﬁ BO3MOXHOCTH, JOJIZKHO 6LITI> BBIKJIFOUYCHO, OTKJIFOYCHO OT JIMHHHU CBA3U
u yOpaHo B oOlleyaTaHHbIC XpaHWIHINA. B MpoTUBHOM  cily4ae, IO COTJIACOBaHHIO C
OTBETCTBEHHBLIM MOJIb30BaTEIEM KPUIITOCPEJICTB, HEOOXOIMMO MIPETYCMOTPETH
OpI‘aHI/I3aLII/IOHHO-TeXHI/I‘{eCKI/Ie MCpLI, HNCKIHOYAKOIINEC BO3MOXHOCTH HUCITIOJIB30BAHUS
KPHUIITOCPEICTB MIOCTOPOHHUMH JIUIIAMH.



[Tpunoxenue 1
COKPALIEHUA U OBO3SHAYEHUA

HCJ] — HecankiMOHMPOBaHHBIN 1OCTYII

OC — OmnepanmoHHas cucteMa

IIK — IlepcoHanbHbBIi KOMIIBIOTEP

1O — TIlIporpammHoe obecrieueHue

CK3U — CpenctBo kpunrorpadudeckoit 3amuTsl HHGopMaum
TC — TexHuueckue cpercTaa

OUIT — DnekrponHas uudpoBas MOAMHUCH

OcHOBHbIE TEPMHHBI U OTIPe/ieJIeHUs!

BiokupoBaHue TMeEpPCOHANBHBIX JaHHBIX — BPEMEHHOE TpeKpamieHue o0paboTku
MEPCOHAIBHBIX JaHHBIX (32 HCKIIOYEHUEM CllyyaeB, ecid o00paboTka HeoOxoauma st
YTOYHECHHUSI IEPCOHATBHBIX JIAHHBIX ).

Joctyn K nH(GOPMALMHU - BO3MOXXHOCTh TIOTyUeHUsI THGOPMAIUHU U €€ UCTIOIB30BaHUS.
HNudopmanuonHas cucteMa MNepCOHAJIbHBIX JAHHBIX - COBOKYIHOCTH COZlepKaHus B 0azax
JAHHBIX TIEPCOHAIBHBIX JAaHHBIX W OOECMeYMBAIOIMX HX O00pabOTKy HH(POPMAIMOHHBIX
TEXHOJIOTHI M TEXHHYECKUX CPECTB.

KonTponupyemas 30Ha — poCTpaHCTBO, B IMpejieiax KOTOPOro OCYHIECTBIISETCS KOHTPOJIb 32
NPEeOBIBAaHUSME U JEHCTBUSAMU JIUIL U (UITM) TPAHCTIOPTHBIX CPEJICTB.

I'panuuell KOHTpPOIMpPYEeMOW 30HBI,  MOXET OBITh: NpPUMEpP OXpPaHAEMOH  TEPPUTOPHH
npeanpusITHs (yUpekKIeHus), Orpaxaarolue KOHCTPYKIUU OXPaHAEMOT0 3[aHusl, OXpaHIeMOM
YacTH 3/1aHUs, BBIJIEJICHHOTO TOMELICHHUSI.

Kon(puaeHunaabHOCTh MNEPCOHATBHBIX JAHHBIX - o0s3aTenbHOE UL COOJIIOICHUS
OIepaTOPOM WJIM UHBIM MOJYYUBIIMM JOCTYH K NEPCOHATLHBIM JTAaHHBIM JIMIIOM TpeOOBaHHE HE
JOITYCKAaTh UX pacmpocTpaHeHus 0e3 cornacus CyObeKTa MepCOHANBHBIX TAaHHBIX WA HATHYUS
WHOTO 3aKOHHOT'O OCHOBaHHUSI.

KpunrocpectBo - mmdpoBanbHOe (Kpuntorpaguieckue) CpeacTBo, MpeaHazHauYeHHOE NS
3amuThl HHGOPMAIUHU, HE COAEpKAIICH CBEACHHI, COCTABIIAIONIMX TOCYAapCTBEHHYIO TaiiHy. B
94acTH, K KPUNTOCPEICTBAM OTHOCSTCS CPEICTBA KPUTITOTpaPUIeCKO 3aiThl HHPOPMAITUU
( CK3U) - mmmdpoBanbHble (Kpunrorpaduueckue) - CpeAcTBa 3allUThl HHGOpPMAIIUU  C
OTPaHHYEHHBIM JIOCTYIIOM, HE COJepiKallel CBEACHH, COCTABISAIONMIMX TOCYJapCTBEHHYIO
TalHy.

O0padoTKa MepcoOHAJBHBIX JAHHBIX -  JIEHCTBUS (ONEpaIMK) C IEPCOHATBHBIMU JJAHHBIMH,
BKJIIOYas cOOp, CHCTEMaTH3allui0, HaKOIJICHHWE, XpaHEeHHWe, yTouHeHue (oOHOBIIEHUE,
W3MCHEHHWE), WCIOJB30BaHUE, PACIpPOCTpaHEHUE (B TOM YMCIIE Iepenady), oOe3IMYMBaHUE,
0JIOKMpOBaHKE, YHUUYTOXKEHHUE NEPCOHATBHBIX TaHHBIX.

OO0menocTynHble MepPCOHA/IbHbIE JIaHHbIE - NEPCOHANbHBIE  JaHHbBIE, JOCTYII
HEOTPAHUYEHHOTO KpyTa JIII MIPEIOCTABIICH C COTJIACUS CYOhEKTa MEPCOHATBHBIX JaHHBIX UJIH
Ha KOTOpbIE, B COOTBETCTBUU C (eiepalibHbIMU 3aKOHAMH, HE paclpoCTpaHseTcsl TpeOoBaHKe
coOroieHnst KOH(GUIEHITUATEHOCTH.

OmnepaTop - roCyIapCTBEHHBIN OpraH, MYHUIIUIIATBHBIA OPTaH, IOPUANYECKOE U (PU3UIECKOe
JUIO, CaMOCTOSITEJIBHO MJIM COBMECTHO C JPYIMMM JIMLIAMU OpraHusyomme u (WiH)
OCYHIECTBISIIONME 00pabOTKYy TEpCOHANBHBIX MJAHHBIX, & TaKXKe OINPEACTSIONMe IeNu
00pabOTKH MEPCOHANIBHBIX JAHHBIX, COCTaB MEPCOHANBHBIX JaHHBIX, MOAJIEKAIUX 00paboTKe,
JeiicTBUS (omepalum), COBEpIIaeMble C IEPCOHATbHBIMU JaHHBIMHU.

Ilepconanbubie nannbie (II1AH)- 1r06as naGOpMaIis OTHOCSIIASICS K IPSMO HIJIM KOCBEHHO
OTIpeIeTICHHOMY WJIH OompeziesiieMoMy (hru3rueckomMy JHIly ( CyObEeKTY epCOHAIBHBIX JaHHBIX).
IMoab30BaTeb — IMII0, YYaCTBYIOIIEE B OKCIUTyaTalluM KPUIITOCPEACTA UIIH UCIIONb3YIOIIee
pe3yNbTaThl ero GyHKIIMOHUPOBAHHSL.



PacnpenesieHne nepcOHANBHBIX [JAHHBIX - JEHCTBHs, HaNpaBiCHHblE Ha Iepenady
NEPCOHAIBHBIX JIAHHBIX ONPEACICHHOMY KPYTY JIUIL (IIepeaya MepcoHaNbHBIX TaHHBIX) MU Ha
O3HAKOMJICHHE C IEPCOHAIbHBIMHU JAHHBIMM HEOTPAHUYEHHOIO0  Kpyra JIMI, B TOM YMCIe
00HapOI0OBaHHbIE EPCOHATIBHBIX JAHHBIX B CPEJICTBAX MACCOBOI MH(OpMAINK, pa3MeLIeHUE B
UH(POPMALMOHHO-TEIEKOMMYHUKAIIMOHHBIX ~ CETAX  WJIH MPEJOCTaBIEHUE JIOCTyNa K
NEPCOHAIBHBIM JaHHBIM KaKHX-JINOO MHBIM CIIOCOOOM.

Pe:kMMHBIE TOMELIEHHMA-TIOMELIEHNs, T/1€ YCTAHOBJIEHBI KPUIITOCPEACTBA WM XPAHATCS
KJIFOUEBbIE IOKYMEHTBI K HUM.

CpeacTBo 3alUThI HHPOPMALMH - TEXHUYECKOE, IPOrPAMMHOE CPEACTBO, BEIIECTBO U (MJIH)
MartepHal, npeJHa3HaueHHbIE MITH UCIIONb3yeMble JUIs 3aIlUThl HH(POPMALIHH.

HIudpoBanbHble (kpunTorpadpuveckre) — KpUNTOCPECTBA CPECTBA:

a) cpencTBa — UGPOBAIBHBIE -  allapaTHbIE, TPOrPaMMHBIE U allllapaTHO—POrpaMMHbIE
CpEACTBa, CHUCTEMa M KOMIUIEKCHl, pEIN3YIOLIME alrOpUTMbl  KPHUNTOrpaduyeckoro
npeoOpa3oBaHus MH(OPMAIIMK U IPEAHA3HAYCHHBIC IS 3aIlIUThl MHPOPMALIMU TIPH TIepeiade
10 KaHaJlaM CBSI3U U (WJIM) JUIs 3alUThl HH(OPMALMK OT HECAHKIIMOHUPOBAHHOT'O JJOCTYIIA IPU
ee 00paboTKe U XpaHEHUH;

0) cpeacTBa IMUTO3AIIMUTHI - allllapaTHbIE, IPOrPaMMHBIE U aIapaTHO-IPOTrPaMMHBIE CPE/ICTBA,
cucTeMa U KOMIUIEKCHI, pEaJM3yIOUIMe alrOpUTMbl KPUIITOrpauueckoro Impeodpa3oBaHus
MH(POPMALIUKU U NTPeHA3HAUEHHbIE JUISl 3aLUTHI OT HaBA3bIBAaHUsI JOXKHON MH(pOpMaIuy;

B) Cpe/CTBa JIEKTPOHHOM HU(POBOI MOJNUCH — allapaTHbIE,  MPOTPaMMHBIE U alapaTHoO -
POTrpaMMHBIE CPEICTBA, O0ECeunBaroIIie Ha OCHOBE KpUNTOrpaguuecKux mpeoOpa3oBaHuil
peanu3aimio XoTs Obl OHOM U3 CIIeAYIOMMX (QYHKUUNA: CO3/aHUE FIEKTPOHHOM U POBOH
HNOJANMCH C HCHOJb30BAHMEM 3aKPHITOrO KJII0Ya DJIEKTPOHHOM 1u(pOBOM moamuCH,
HNOJTBEPXKJEHUE C MCIOJIb30BAaHUEM OTPHITOrO  KJtoYa H3JIEKTPOHHON 1M(pOBOM moamucu
HOJUIMHHOCTH 3JIEKTPOHHOM LU(POBOM MOAMUCH,  CO3JaHHME 3aKPBITHIX U OTKPBITHIX KIHOUEH
AIIEKTPOHHOH IU(PPOBOH 3aIHCH;

I) CpeacTBa KOAMPOBAHUSA — CPEACTBA, pEAlU3yIOIIKE aIrOPUTMbI KpUNITOIpaduiecKoro
npeoOpa3oBaHusl HMH(OpPMAIMK C BBINOJHEHUEM YacTH  NPeoOpa3oBaHMs IIyTEM PYUHBIX
olepaluii WM C UCHOIb30BAHNEM aBTOMATU3UPOBAHHBIX CPEJCTB HA OCHOBE TaKUX OIEpaLluii;
1) CPEACTBA U3TOTOBIICHUSI KJIFOYEBBIX JOKYMEHTOB ( HE3aBUCHMO O BUJA HOCHUTEJIS KIFOUEBOI
uHpopmaIun);

€) KIIFOYEeBBIC JOKYMEHTHI (HE3aBHCUMO OT BUA HOCHUTEIS KIFOYEBOM MH(OPMALINN).
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[Tpunoxenue 2

AKT
BBoaa CK3U B 3kcniiyaranmio
« » 20 T

Komuccus B cocraBe npezacenaresnst KOMUCCUU

, WIEHOB KOMHCCHH
Y OTBETCTBEHHOTO nosb3oBarens CK31 COCTAaBWIH
aKkT 0 ToM, uTo (HaumeHoBanue CK3W) ycraHoBiieH B
o azapecy B
nomeneHnuu Ne , B COOTBETCTBUU C IKCILTyaTallHOHHO-TEXHUYECKON TOKyMEHTaluen U

BBEJICH B 3KCILTyaTallHIo.
Cocras (manmenoBanne CK3U):

Cucremublii 6510k Ne

[IporpaMMHBII1 KOMILIEKC:

(naumenoBanue CK3U) Bepcust cOopka
Bepcus onepallMiOHHOM CUCTEMBI:
JononuurensHo ycranosienHoe 110 (antuBupycnoe [10, Ilpokcu-cepsep, [10 ans ynanensoro
aIMUHHUCTPUPOBAHUSA U T. 1):
JlomonHUTENBHO YCTAaHOBJIEHHOE 000py10BaHNE (HaMMEHOBaHKE, Ha3HaUeHHEe, CEpUMHBII HOMED

U T.J.)

HpenceﬂaTeJIL KOMUCCHHU:

(TOKHOCTD) (®.1.0.) (moamuce)

YeHbl KOMUCCHUU:

(TOMKHOCTD) (®.1.0.) (moamuck)

(TOTKHOCTD) (®.1.0.) (moamuck)
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[Tpunoxenue 3

No | Haumenoanue CepuiiHble Howmepa OtmeTKa o | OTmeTka o BBIIaYe
CK3H, HoMmepa  CK3U | sk3eMIIIsipo | MOJTy4eHHUH
SKCIUTYyaTal[HIOHHO | SKCIUTyTAalMOHHO | B KJIFOUEBBIX
¥ U TEXHUYECKOMN I ¥ TEXHUYECKOM | JOKYMEHTOB | oT Kkoro | /lata OUO Jara 51
JOKyMEHTallMM K | JOKyMEHTAllMH K noJyde- HOMEp M0JIb30BaTE€ | paclmcKa B
HUM,  KJIIOUEBBIX | HHUM, HOMepa HEBI compoBox | qs1 CK3U MOJIyYeHUH
JIOKYMEHTOB CepHii KITFOUEBBIX UTENBHOT
JIOKYMEHTOB 0 ITUCBhMa
1 2 3 4 5 6 7
|
OtmeTtka o mogkiroueHnu (ycranoske) CK3U Otmerka 00 wm3psatmm  CK3U w3 [Mpumeuanue
ammapaTHbIX — CPEACTB,  YHHUYTOXEHHH
KIIF0OYel IOKyMEHTOB
®.1.0. Jara Howmepa Jara ®.1.0. Homep axta
COTPYAHUKOB TIOAKIIIOUCHUSI | aNlapaTHbIX | M3BSATUS | COTPYOHUKO | WIH
opraHa CPEICTB, B | cpenctB, B | (yHHYTO- | B opraHa | pacmucka 00
Kpunrorauueckoi | KOTopble KOTOpBIE JKEHUS) KPHIITO- YHUYTOXKE-
3aIUTHI YCTaHOBJICHBI | YCTQHOBJICHBI raduueckod | HUH
TIOJTH30BATEIIS WA K | mwm K 3aIIUTHI
CK31, KOTOPBIM KOTOPBIM 10JIb30BaTEN
MPOU3BOIUBIINX HOJKJIIOYEHB! | MOJKIIOYCHBI q CK3U,
HOJKIIIOYECHUE CK31 CK31 IIPOU3BOJIUB
(ycTaHOBKY) 111170:¢
U3BATHE
(yHuuro-
JKEHHE)
8 9 10 11 12 13 14
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[Tpunoxenue 4

No | [lata Tun n Banuck 00 Hcnonb3yemble KpUMTOKITIOYH OTMETKa 00 npuMe
perucrpa- o0CITy>KHBaH YHUYTOKCHUH YaHue
LIOHHBIE WU KPUIITO- _ (ctupaHun)
HOMepa CpeCTB Tun CSpPIPIH Howmep zara Ioanuce
KIIFOU€BOI0 BIi pasoBoro [I0JIH30BaTe
JIOKyMEHTa KPHUIITOT | KIIOYe- JIS1 KpUTTO-
paduyec | Boro cpeacTBam
Kui HOCHUTEJIS u
HOMEp U | WJIU 30HBI
HOMEp KpHUITO-
9K3EMIUT | CpPEJICTB, B
spa KOTOpYIO
KIIIOYEB | BBEICHBI
oro KPHIITO-
OKyME | KIFOYH
HTa
1 |2 3 4 5 6 7 8 9 10
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IIpunoxenus

AKT
BbIBOa CK3U u3 3kcmnyaranuio

« » 20 T.
Komuccus B coctaBe npeacenaresiss KOMUCCUU
, WICHOB KOMMCCHUU
1 OTBETCTBEHHOr0 noab3osarenst CK3U "
0 TOM,  4TO ycTaHoBieHHbI  (HammenoBanue  CK3UM) mo  ampecy

B INOMCIICHHUH

Ne , BBIBEJIEH U3 DKCIUTyaTalvH.

Cocras (manmenoBanne CK3U):

CucreMHBIHN 010K No

[IporpaMMHBII1 KOMILIEKC:

(naumenoBanue CK3U) Bepcust cOopka

[Ipencenarens KoOMUCCHH:

(TOMKHOCTD) (®.1.0.) (moamuck)

YieHbl KOMUCCHU:

(TOKHOCTD) ®.1.0.) (moamuck)

(TOMKHOCTD) (®.1.0.) (moamuck)
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[Tpunoxenue 6
KypHan KOHTpoIIst cOOMIOIEHUS YCIOBHH KCIUTyaTauuu u padorocnocoonoctn CK3U

Ne Bun xoHTpONns
(TUTaHOBBIIA)
BHEIUIAHOBBIH -
MIpUYUHA)

Jara
KOHTPOJIA

ono
KOHTPOJIMPYIO
-IIET0

Pesynprar
KoHTpOoIA (Oe3
3aMeuaHuii/ ¢
3aMeYaHusIMH - No
3aMeYaHui 110
Kypnaiy
3amMevaHuil)

Tloamuce
KOHTPO-
JUPYIO-
1Iero

IToamuce
OTBETCT-

BEHHOTO

Opranu-

3a1uu

Ne
poTO-
KoJa

pu
Me-

HHC
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[Tpunoxenue 7

JKypnau 3amedanuii nmo peyjabraTaM KOHTPOJIs (JiucT 1)

Ne Copepxa- | OTBETCTBEHHBII Hata Cpok Craryc | Ilogmuch Honmnuce [pumeu
3ame HHE 10 3aMEYAHUAM 3aMeya- | ycTpaHe- | 3ameya | OTBeTcT- | OTBETCTBEHHO aHue
qa- 3aMCyaHus HuUs HUs -HUA BEHHOTI'O To
HUS 3ameya- MOJIB30BATEIS
HHS CK31
Jluer perucTpanum u3MeHeHuH (JIuUCT 2)
NoeNe | Jlata BHeceHus n3mMeHeHul | HammenoBaHue NoNe Iloammce nuia,
n/m JIOKYMEHTA, 3aMEHEHHBIX BHECIIIETO
¢bukcupytomero | (MCHpaBICHHBIX) U3MEHEHUs
W3MEHCHUS JINCTOB
1
2
3
4
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JIucr o3nakomienus ¢ [lopsiakom obecneveHus
0€30MacHOCTH NEePCOHATbHBIX JAHHBIX MPHU MOMOIIHM KPUIITOCPEIACTB
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JIOMmKHOCTD damMunst, THUITHAJIBI IToanwuce, nata
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